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𝒪( |C | . κ3.9)

𝒪( |C | . κ3.2)

≈ 𝒪( |C | . κ2)

pmax = 2−25

pmax = 2−8

pmax = 2−7.5

2−9.67 < pmax < 2−7.66

−

Maximum probability such that ε < pmax

All values are computed using automatic 
verification tools

theoretical construction on large fields, 
not taken into account by current tools

Gadgets too large to have precise results by 

current tools
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potential attack

W

Probing

• -NI

• -SNI

• -PINI

…

t
t
t

Random Probing

• - RP security

• - RP composition

• - RP expansion

…

(p, ε)
(p, ε)
(t, p, ε)
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• 	Formalization of all of the probing and random probing properties from a single standard building block

• Exact verification method for almost all gadgets in the state-of-the-art  

• IronMask: an exact verification tool for (all) probing and random probing properties 

✔  handled
✔  handled but inexact
✘  not handled

Tool
Properties

Fast Verification
Probing Random Probing

SILVER ✔ ✘ ✘

MaskVerif ✔ ✘ ✔

MatVerif ✔ ✘ ✔

VRAPS ✔ ✔ ✘

STRAPS ✘ ✔ ✔

IronMask ✔ ✔ ✔
Limited to specific types of circuits


Covers all gadgets in the state-of-the-art

Limited to specific types of circuits
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Smallest sets of input shares 
necessary for the simulation

Set of internal probes W

Set of output shares O

SISG

 input sharings

 output sharing

ℓ
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SISG(W, O) = (I1, …, Iℓ)

Sets of Input Shares



IronMask
Building Block for Security Properties



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)

-NI: t ∀W, O, |W | + |O | ≤ t, | Ii | ≤ t, ∀i ∈ [1 : ℓ]



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)

-NI: t ∀W, O, |W | + |O | ≤ t, | Ii | ≤ t, ∀i ∈ [1 : ℓ]



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)

-NI: t ∀W, O, |W | + |O | ≤ t, | Ii | ≤ t, ∀i ∈ [1 : ℓ]

-RP composability: (t, p, ε) ∀W, O, |O | ≤ t, Pr( | I1 | > t ∨ … ∨ | Iℓ | > t) ≤ ε



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)

-NI: t ∀W, O, |W | + |O | ≤ t, | Ii | ≤ t, ∀i ∈ [1 : ℓ]

-RP composability: (t, p, ε) ∀W, O, |O | ≤ t, Pr( | I1 | > t ∨ … ∨ | Iℓ | > t) ≤ ε



IronMask
Building Block for Security Properties

Simulation based definitions of all (random) probing properties 

SISG(W, O) = (I1, …, Iℓ)

-NI: t ∀W, O, |W | + |O | ≤ t, | Ii | ≤ t, ∀i ∈ [1 : ℓ]

-RP composability: (t, p, ε) ∀W, O, |O | ≤ t, Pr( | I1 | > t ∨ … ∨ | Iℓ | > t) ≤ ε

…



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness





⃗x1

⋮
⃗xℓ



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness





⃗x1

⋮
⃗xℓ



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R

⃗r

 random valuesR



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R

⃗r

 random valuesR



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R

⃗y

⃗r

 random valuesR



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R

⃗y

⃗r

Probe  on such a gadget
p

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

 random valuesR



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness

Arithmetic 
Circuit  

F





⃗x1

⋮
⃗xℓ

Linear 
Arithmetic 

Circuit  
R

⃗y

⃗r

Probe  on such a gadget
p

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp Coefficient  of  is  if  contains  
i ⃗sp 1 p ri

 random valuesR



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

Vector of probes ⃗W = (p1, …, pk)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ )



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ )



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values
p′ i = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗0



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values
p′ i = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗0

To perfectly simulate probes in , we need exactly the input shares appearing in ⃗W (p′ 1, …, p′ m)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values
p′ i = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗0

To perfectly simulate probes in , we need exactly the input shares appearing in ⃗W (p′ 1, …, p′ m)



Algebraic Characterization of Gadgets
Gadgets with Linear Randomness: Exact Verification

p = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗sp

S =
⃗sp1

⋮
⃗spk

Vector of probes ⃗W = (p1, …, pk)

S′ = N ⋅ S = (
0m,d−m 0m,R−d+m

Id−m S′ ′ ) ⃗W′ = N ⋅ ⃗W = (p′ 1, …, p′ m, p′ m+1, …, p′ d)

simulated from uniform random values
p′ i = fp( ⃗x1, …, ⃗xℓ) + ⃗rT ⋅ ⃗0

To perfectly simulate probes in , we need exactly the input shares appearing in ⃗W (p′ 1, …, p′ m) (I1, …, Iℓ)



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

⃗x1

⃗x2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

⃗x1

⃗x2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1

⃗x2

Linear 
Arithmetic 

Circuit  
R2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1
Linear 

Arithmetic 
Circuit  

R
⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1
Linear 

Arithmetic 
Circuit  

R

⃗r

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1
Linear 

Arithmetic 
Circuit  

R

⃗r

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness (2 inputs)

Linear 
Arithmetic 

Circuit  
R1

⃗x1
Linear 

Arithmetic 
Circuit  

R
⃗y

⃗r

⃗x2

⃗r1

Linear 
Arithmetic 

Circuit  
R2

⃗r2

Arithmetic 
Circuit  

F



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness: Exact Verification



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness: Exact Verification

Probe  on such a gadget




Perform three row reductions

• First with respect to 

• Then with respect to  and 

p
p = fp(R1( ⃗x1, ⃗r1), R2( ⃗x2, ⃗r2)) + ⃗rT ⋅ ⃗sp

⃗r
⃗r1 ⃗r2



Algebraic Characterization of Gadgets
Gadgets with Non-Linear Randomness: Exact Verification

Proven Result: the strategy is an exact verification method for such gadgets

Probe  on such a gadget




Perform three row reductions

• First with respect to 

• Then with respect to  and 

p
p = fp(R1( ⃗x1, ⃗r1), R2( ⃗x2, ⃗r2)) + ⃗rT ⋅ ⃗sp

⃗r
⃗r1 ⃗r2



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

P

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

P

-NI / -SNI / t t …

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

P

-NI / -SNI / t t …
or

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

ε = f(p)
RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

ε = f(p)
RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1

In C



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

ε = f(p)
RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1

In C
+ multithreading



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

ε = f(p)
RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1

In C
+ multithreading
+ several optimizations



IronMask
Versatile Automatic Verification Tool Belaïd, Mercadier, Rivain, Taleb [S&P’22]

24

#shares 2
#in a b
#randoms r0
#out c

m0 = a0 * b1
t0 = ![ r0 + m0 ]
m1 = a1 * b0
t1 = ![ t0 + m1 ]

m2 = a0 * b0
c0 = m2 + r0

m3 = a1 * b1
c1 = m3 + t1

gadget file

IronMask

ε = f(p)
RP

P

-NI / -SNI / t t …
or

counter-example

$ ./ironmask gadget.sage SNI -t 1

In C
+ multithreading
+ several optimizations
+ compact data representation
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Probing

Competitive with the fastest verification tools for probing-like properties  (MaskVerif, MatVerif, …)

Random Probing

Gadget
Verification time

IronMask VRAPS

5-share ISW mult. 3 sec 1h 15min

6-share ISW mult. 17 sec > 24h

7-share ISW mult. 24 sec > 24h
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• Dynamic expansion strategy  better asymptotic complexities Belaïd, Rivain, Taleb and Vergnaud [ASIACRYPT’21]⟹

• IronMask: https://github.com/CryptoExperts/IronMask
• Formalization of all (random) probing properties in the state-of-the-art
• Exact proven verification methods for most gadgets with 2 inputs 
• Probing: similar performance as other fast verification tools 
• Random probing: much faster than VRAPS
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Thank you and see you next time !


