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The value of encryption

• Coded language as part of human communication has been known for millennia (S. Singh, “The 
Code Book: The Science of Secrecy from Ancient Egypt to Quantum Cryptography”, 1999)

• “In today's world of ubiquitous computers and networks, it's hard to overstate the value of 
encryption” (B. Schneier, “The Value of Encryption”, 2016) 

• The internet’s promise of universally connecting the world has resulted in a seemingly infinite 
space teeming with new and unknown adversaries, and cryptography is one of the few 
crucial mechanisms of defense possible in this new world” (H. Halpin, “The Adversary: the 
Philosophy of Cryptography”, 2025)

• “People in the EU value encryption and express concern about unauthorised access to their 
private communications” (FRA, 2026)

https://www.schneier.com/essays/archives/2016/04/the_value_of_encrypt.html
https://academic.oup.com/cybersecurity/article/11/1/tyaf006/8097877?login=false
https://fra.europa.eu/en/news/2026/people-eu-value-encryption-and-express-concern-about-unauthorised-access-their-private


Encryption and human rights
• UN HRC report on encryption and 

anonymity in digital communications, 2015; 
follow-up report 2018

• UNESCO, Human Rights and Encryption (W. 
Schulz and J. van Hoboken, 2016)

• UN Office of the High Commissioner for 
Human Rights, ‘Apple-FBI Case Could Have 
Serious Global Ramifications for Human 
Rights: Zeid’, 2016

• UN HRC report on the right to privacy in the 
digital age, sections II B and IV, 2022

• Podchasov v Russia (App No 33696/19) 
ECtHR 13 February 2024

• Amnesty International, ‘Encryption a 
Matter of Human Rights’, 2016

• EDRi, ‘Position Paper on Encryption’, 
2016

• EDRi, ‘Position Paper: State Access to 
Encrypted Data’, 2022

• Privacy International, ‘Securing 
Privacy: Privacy International on End-
to-End Encryption’, 2022

• K. Limniotis, “Cryptography as the 
means to protect fundamental human 
rights”, 2021

https://documents.un.org/doc/undoc/gen/g15/095/85/pdf/g1509585.pdf
https://digitallibrary.un.org/record/1638475/files/A_HRC_38_35_Add-5-EN.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000246527
https://www.ohchr.org/en/press-releases/2016/03/apple-fbi-case-could-have-serious-global-ramifications-human-rights-zeid?LangID=E&NewsID=17138
https://documents.un.org/doc/undoc/gen/g22/442/29/pdf/g2244229.pdf
https://hudoc.echr.coe.int/eng/#{%22itemid%22:[%22001-230854%22]}
https://www.amnestyusa.org/wp-content/uploads/2017/04/encryption_-_a_matter_of_human_rights_-_pol_40-3682-2016.pdf
https://www.edri.org/files/20160125-edri-crypto-position-paper.pdf
https://edri.org/wp-content/uploads/2022/10/Position-Paper-State-access-to-encrypted-data.pdf
https://privacyinternational.org/sites/default/files/2022-09/SECURING%20PRIVACY%20-%20PI%20on%20End-to-End%20Encryption.pdf
https://doi.org/10.3390/cryptography5040034


Encryption and human rights

The right to privacy

• “…the right to be let alone-the most 
comprehensive of rights and the right most 
valued by civilized men” (L. Brandeis, Olmstead 
et al. v. United States, 1928)

• “Privacy is a gateway right that affects the 
ability to exercise almost every other right, 
in particular freedom of expression and 
freedom of assembly and association”
(Human Rights Watch, 2015)

• A new digital right to post-quantum privacy 
(QT Strategy of Spain, 2025, p. 80-81)

The right to data protection

• Article 8 EU CFR, Article 16 TFEU

• The protection of personal data and digital 
privacy - a ‘super’ fundamental right in 
Europe (O. Pollicino, Data Protection and Freedom 
of Expression Beyond EU Borders: EU Judicial 
Perspectives, 2021)

Confidentiality of communications

• A distinct right in the constitutions of the 
majority of the EU MS (EDPS, Opinion on the e-
Privacy reform proposal, 2017, p. 7).

https://web.archive.org/web/20090311063558/http:/caselaw.lp.findlaw.com/scripts/getcase.pl?court=US&vol=277&invol=438
https://web.archive.org/web/20090311063558/http:/caselaw.lp.findlaw.com/scripts/getcase.pl?court=US&vol=277&invol=438
https://web.archive.org/web/20090311063558/http:/caselaw.lp.findlaw.com/scripts/getcase.pl?court=US&vol=277&invol=438
https://web.archive.org/web/20090311063558/http:/caselaw.lp.findlaw.com/scripts/getcase.pl?court=US&vol=277&invol=438
https://web.archive.org/web/20090311063558/http:/caselaw.lp.findlaw.com/scripts/getcase.pl?court=US&vol=277&invol=438
https://www.hrw.org/news/2015/03/26/un-major-step-internet-privacy
https://www.lamoncloa.gob.es/serviciosdeprensa/notasprensa/transformacion-digital-y-funcion-publica/Documents/2025/240425-lopez-estrategica-cuantica.pdf
https://www.lamoncloa.gob.es/serviciosdeprensa/notasprensa/transformacion-digital-y-funcion-publica/Documents/2025/240425-lopez-estrategica-cuantica.pdf
https://www.lamoncloa.gob.es/serviciosdeprensa/notasprensa/transformacion-digital-y-funcion-publica/Documents/2025/240425-lopez-estrategica-cuantica.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/17-04-24_eprivacy_en.pdf


Encryption and human rights

• to freedom of expression 

• to peaceful assembly and association

• to a fair trial

• presumption of innocence

• privilege against self-incrimination 

• and potentially other rights



A right to encrypt

• “It may now be time […] to 
consider establishing a right to 
encrypt” (G. Buttarelli, various speeches, 2016)

• A statutory right to encryption 
(Germany, law proposal, 2024)

• D. Casacuberta, “El derecho a cifrar”, 2003

• S.W. Schlesinger and S. Yanisky-Ravid, “The 
Right to Data Encryption”, 2022

• J. Shurson, “A European Right to End-to-
End Encryption?”, 2024

• P. Davis, “A Right to Encryption in the 
European Union’s Charter of Fundamental 
Rights”, 2025

• M. Wimmer and T.G. Moraes, “Quantum 
Computing, Digital Constitutionalism, and 
the Right to Encryption: Perspectives from 
Brazil”, 2022

https://www.edps.europa.eu/sites/default/files/publication/16_11_21_assemblee_nationale_francaise_speech_en.pdf
https://tuta.com/blog/german-government-publishes-encryption-law


PQC transition: government initiatives 

• Most countries – full transition by 
2035; earlier transition timelines 
for critical systems

• Australia – full migration by 2030

• India - full migration by 2033

• US – previously full migration (of 
federal systems) by 2035; set to 
accelerate? (US Cyber Strategy, 2026)

https://www.cyber.gov.au/sites/default/files/2025-09/Planning for post-quantum cryptography %28September 2025%29.pdf
https://thequantuminsider.com/2026/02/09/india-reveals-national-plan-for-quantum-safe-security/
https://www.whitehouse.gov/wp-content/uploads/2026/03/President-Trumps-Cyber-Strategy-for-America.pdf


PQC transition: sectoral initiatives 



Other collective initiatives

Post Quantum Cryptography 
Coalition

Post-Quantum Cryptography 
Alliance



PQC deployment – encrypted comms



Surveys on quantum-readiness

• Over 2/3 of European cyber and IT professionals are worried about 
the quantum threat to cybersecurity risks, but only 4% of 
surveyed organisations have a quantum mitigation strategy in 
place (ISACA, 2025). 

• “While 69% of organizations recognize the risk quantum 
computing poses to current encryption standards, only 5% have 
implemented quantum-safe encryption” (DigiCert, 2025)

https://www.isaca.org/about-us/newsroom/press-releases/2025/quantum-computings-rapid-rise-is-a-risk-to-cybersecurity-and-business-stability
https://www.digicert.com/news/quantum-readiness-gap-a-digicert-study-on-quantum-safe-encryption


Investment in PQC in the EU critical sectors

 (ENISA, NIS investments, 2024, p. 31)

https://www.enisa.europa.eu/sites/default/files/2024-11/CSPA - NIS Investments - 2024_0.pdf


Cryptographic complacency



Stimulating quantum-readiness

• 96% of participants “stated that regulatory requirements would 
encourage investment decisions in favour of more quantum-safe 
cryptography” (BSI/KPMG, “Market survey on cryptography and quantum computing”, 2023, p. 7)

• “Clear directives or actions from regulators would trigger 
immediate action” (Global Risk Institute/evolutionQ, Quantum threat timeline 2025: executive 
perspectives on barriers to action, 2025)

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.pdf?__blob=publicationFile&v=3
https://globalriskinstitute.org/publication/quantum-threat-timeline-2025-executive-perspectives-on-barriers-to-action/


Towards PQC as a crypto standard by default

• “From the BSI's point of view, the question of "if" or "when" there will be quantum computers 
is no longer paramount. First post-quantum algorithms have been selected by NIST for 
standardisation and post-quantum cryptography will be used by default. Therefore, the 
migration to post-quantum cryptography should be pushed forward.” (BSI website)

• “preparing for the quantum threat should be considered an integral aspect of cyber security 
risk management”; organisations are urged to “make the transition to post-quantum 
cryptography a top priority” (Joint statement - Securing Tomorrow, Today: Transitioning to 
Post-Quantum Cryptography, 2024)

• Deprecation of public-key quantum-vulnerable algorithms after 2030, completely 
disallowing quantum-vulnerable cryptography after 2035 (NIST, 2024)

• Starting from 2027, ANSSI will no longer be accepting applications for security visas on 
security products that do not have PQC integrated (ANSSI, 2025).

https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement-2025.pdf?__blob=publicationFile&v=3
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement-2025.pdf?__blob=publicationFile&v=3
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement-2025.pdf?__blob=publicationFile&v=3
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/PQC-joint-statement-2025.pdf?__blob=publicationFile&v=3
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
https://cyber.gouv.fr/actualites/pour-lanssi-la-cryptographie-post-quantique-post-quantum-cryptography-ou-pqc-repr%C3%A9sente-la-voie-la-plus-prometteuse-pour-se-pr%C3%A9munir-contre-la-menace-quantique-la-transition-post-quantique-repose-notamment-sur-la-mise-%C3%A0-disposition-pour-les-uti/


EU PQC research and deployment funding 

Horizon Europe and Digital Europe

• 2024: Standardisation and awareness of the European transition to post-quantum 
cryptography (DE)

• 2024: Roadmap for the transition of European public administrations to a post-quantum 
cryptography era (DE)

• 2024: Deployment of Post Quantum Cryptography in systems in industrial sectors (DE)

• 2025: Integration of Post-Quantum Cryptography (PQC) algorithms into high-level 
protocols (HE)

• 2025: Security of implementations of Post Quantum Cryptography algorithms (HE)

• 2025: Security evaluations of Post-Quantum Cryptography (PQC) primitives (HE)



EU legislation
Implementing appropriate security measures to ensure the level of security 

commensurate with the risks, taking into account the state-of-the-art; privacy-by-
design, security-by-design:

• GDPR (Regulation (EU) 2016/679), Article 32(1) and 25 (1) and (2)

• e-Privacy (Directive 2002/58/EC), Article 4(1)

• NIS 2 (Directive (EU) 2022/2555), Article 21(1) and (2)(h)

• DORA (Regulation (EU) 2022/2554), Article 9 and Delegated Regulation (EU)
   2024/1774 (9) and Article 6 and 7 

• e-IDAS 2 (Regulation (EU) 2024/1183), (31), (73) and Article 24(2)(e)

• CRA (Regulation (EU) 2024/2847), Article 6, Article 13(1) and (2), Article 19(1) and Annex I, Part I 
(1) and (2)(e)



Suplementing legislation
Commission Implementing 
Regulation (EU) 2024/2690 
Technical and methodological 
requirements of cybersecurity risk-
management measures under NIS 2

Annex, Section 9. Cryptography

• 9.2 (b): mandates to follow, “where 
appropriate, a cryptographic agility 
approach”

• 9.3: regular revision and updates of policies 
and procedures regarding the use of 
cryptography based on the state of the art

Commission Delegated Regulation 
(EU) 2024/1774
Regulatory technical standards under DORA

Section 4. Encryption and cryptography

• Article 6(3): “… the selection of cryptographic 
techniques and use practices, taking into account 
leading practices…”

• Article 6(4): “…updating or changing, where necessary, 
the cryptographic technology on the basis of 
developments in cryptanalysis” ensuring “that the 
cryptographic technology remains resilient against 
cyber threats”

• Recital (9): “…remain abreast of relevant 
developments in cryptanalysis and consider leading 
practices and standards… follow a flexible approach, 
based on risk mitigation and monitoring, to deal with 
the dynamic landscape of cryptographic threats, 
including threats from quantum advancements” 



State-of-the-art
“In the context of Article 25 [GDPR], the reference to “state of the art” imposes an obligation on 
controllers, when determining the appropriate technical and organisational measures, to take 
account of the current progress in technology that is available in the market. The requirement 
is for controllers to have knowledge of, and stay up to date on technological advances … and 
how to implement and update the measures and safeguards … taking into account the evolving 
technological landscape. …In the face of technological advancements…a measure that once 
provided an adequate level of protection no longer does. Neglecting to keep up to date with 
technological changes could therefore result in a lack of compliance with Article 25 [GDPR]”

“Existing and recognized frameworks, standards, certifications, codes of conduct, etc. in different 
fields may play a role in indicating the current “state of the art” within the given field of use. Where 
such standards exist and provide a high level of protection for the data subject in compliance with – 
or go beyond – legal requirements, controllers should take them into account in the design and 
implementation of data protection measures”.

(EDPB, “Guidelines 4/2019 on Article 25 Data Protection by Design and by Default”, 2020, p. 8)

https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_201904_dataprotection_by_design_and_by_default_v2.0_en.pdf


State-of-the-art
• “With the ongoing development of extremely powerful quantum computers, methods that are classified as secure 

today may become obsolete in the near feature. Therefore, the ideal solution is one that is already compatible with 
post-quantum cryptographic algorithms (PQC)” (ENISA/TeleTrust, “Guideline ‘State of the art’, technical and organizational 
measures, 2019 p. 41; see also here)

• Personal data transferred to non-EU countries should be protected against “HNDL” scenarios, including quantum 
decryption (EDPB, Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU level 
of protection of personal data, 2021 p. 30)

• “…it is necessary to manage obsolescence and the possibility of encryption algorithms being broken. The 
computational effort needed to break encryption systems, and the possibility of technical advances such as 
cryptanalytically-relevant quantum computers, should be balanced with regard to the sensitivity and value of the 
data…Depending on the risk, measures to enhance the encryption system…should be planned in advance” (EDPB, 
“Guidelines 02/2025 on processing of personal data through blockchain technologies”, 2025, p. 19)

• “The development of practical, widely deployable post-quantum cryptography would mean that the use of quantum 
vulnerable mechanisms would no longer be best practice” (SOG-IS, “SOG-IS Crypto Evaluation Scheme Agreed 
Cryptographic Mechanisms”, 2023); PQC included in EU-level crypto guidelines (ENISA/SOG-IS, “Agreed Cryptographic 
Mechanisms ”, 2025)

https://www.teletrust.de/fileadmin/docs/fachgruppen/2019-02_TeleTrusT_Guideline_State_of_the_art_in_IT_security_ENG.pdf
https://www.teletrust.de/fileadmin/user_upload/2025-09_TeleTrusT_Guideline_State_of_the_art_in_IT_security_EN.pdf
https://www.edpb.europa.eu/system/files/2021-06/edpb_recommendations_202001vo.2.0_supplementarymeasurestransferstools_en.pdf
https://www.edpb.europa.eu/system/files/2025-04/edpb_guidelines_202502_blockchain_en.pdf
https://www.sogis.eu/documents/cc/crypto/SOGIS-Agreed-Cryptographic-Mechanisms-1.3.pdf
https://certification.enisa.europa.eu/document/download/a845662b-aee0-484e-9191-890c4cfa7aaa_en?filename=ECCG%20Agreed%20Cryptographic%20Mechanisms%20version%202.pdf


Eu-level actions

• April 2024 – European Commission Recommendation on a Coordinated Implementation 
Roadmap for the transition to Post-Quantum Cryptography – to  create a Roadmap by 
April 2026

• EU PQC Workstream, co-chaired by France, Germany and the Netherlands within the NIS 
Cooperation Group.

•  November 2024 - Joint statement: Securing Tomorrow, Today: Transitioning to Post-
Quantum Cryptography

• June 2025 - A Coordinated Implementation Roadmap for the Transition to Post-Quantum 
Cryptography, “high-level concept paper”



Eu-level actions

Timelines:

• By the end of 2026: Initial national PQC 
transition roadmaps have been established 
by all MS

• By the end of 2030: The PQC transition for 
high-risk use cases has been completed; 
quantum-safe software and firmware 
upgrades are enabled by default

• By the end of 2035: The PQC transition for 
medium-risk use cases has been completed; 
the PQC transition for low-risk use cases has 
been completed as much as feasible



National initiatives: resources, guidelines, recommendations

The Netherlands

• AIVD, 2014: “It is wise to start preparing data encryption for the arrival of quantum 
computers at an early stage”, Quantum Computing Fact Sheet 

• NCSC, 2017: “Factsheet Post-Quantum Cryptografie”, updated 2023.

• NCSC, 2022: “Guidelines for quantum-safe transport-layer encryption”

• AIVD, 2022: “Prepare for the threat of quantum computers”

• AIVD/NCSC 2024: “Kicking off your quantum migration program”

https://www.aivd.nl/documenten/publicaties/2014/11/20/informatieblad-over-quantumcomputers
https://www.ncsc.nl/documenten/publicaties/2023/november/8/factsheet-postquantumcryptografie
https://www.ncsc.nl/documenten/publicaties/2022/juli/guidelines-for-quantum-safe-transport-layer-encryption/guidelines-for-quantum-safe-transport-layer-encryption
https://english.aivd.nl/publications/publications/2022/01/18/prepare-for-the-threat-of-quantumcomputers
https://www.ncsc.nl/en/quantumveilige-cryptografie/maak-je-organisatie-quantumveilig


National initiatives: resources, guidelines, recommendations

Germany 

• BSI, 2020: “Migration to Post Quantum Cryptography”

• BSI, 2021: “Quantum-safe cryptography – fundamentals, current 
developments and recommendations”

• BSI: regularly updated technical crypto guidelines series TR-
02102-1.

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Migration_to_Post_Quantum_Cryptography.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.pdf?__blob=publicationFile&v=6
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf?__blob=publicationFile&v=9
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf?__blob=publicationFile&v=9
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf?__blob=publicationFile&v=9
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf?__blob=publicationFile&v=9
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf?__blob=publicationFile&v=9


National initiatives: resources, guidelines, recommendations

France 

• ANSSI, 2020 and 2021: Cryptographic guidance with PQC mention

• ANSSI, 2022 and 2023: “ANSSI views on the Post-Quantum Cryptography 
transition”

• ANSSI, 2025: FAQ on PQC

• ANSSI, 2026: “ANSSI’s views on crypto-agility for developers and system architects”

• ANSSI, 2026: PQC transition technical guides for SSHV2, IPsec, TLS 1.3

https://messervices.cyber.gouv.fr/documents-guides/EN_Position.pdf
https://messervices.cyber.gouv.fr/documents-guides/follow_up_position_paper_on_post_quantum_cryptography.pdf
https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/faq-pqc/
https://messervices.cyber.gouv.fr/documents-guides/ANSSI-views-on-crypto-agility.pdf
https://messervices.cyber.gouv.fr/documents-guides/transition_post_quantique_ssh_v2.pdf
https://messervices.cyber.gouv.fr/documents-guides/transition_post_quantique_ipsec.pdf
https://messervices.cyber.gouv.fr/documents-guides/transition_post_quantique_tls_1_3.pdf


National initiatives: a holistic approach

• BSI/KPMG: “Market survey on cryptography and quantum computing”, 
2023

• BSI: regularly updated study “Status of quantum computer 
development”

• ANSSI: three PQC market-readiness studies 2024a, 2024b and 2025

• AIVD/CWI/TNO 2023: “The PQC Migration Handbook”, updated 2024

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Marktumfrage_EN_Kryptografie_Quantencomputing.pdf?__blob=publicationFile&v=3
https://www.bsi.bund.de/dok/study_status_quantum_computer
https://s3.eu-west-par.io.cloud.ovh.net/sf-cyber/sf-cyber/documents/20241114_np_anssi_EnquetePQC_v1c.pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=f56b12dc7d9741d6bb98766a26a6adca%2F20260518%2Feu-west-par%2Fs3%2Faws4_request&X-Amz-Date=20260518T141746Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=ac070ea62d53c92df73c2d0d97311d4d3900aa05e7efbd2f433cde3eb630c761
https://s3.eu-west-par.io.cloud.ovh.net/sf-cyber/sf-cyber/documents/20241114_np_anssi_EnquetePQC_n2_v1b.pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=f56b12dc7d9741d6bb98766a26a6adca%2F20260518%2Feu-west-par%2Fs3%2Faws4_request&X-Amz-Date=20260518T141841Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=450227e8524faf27f7b81971b1139e5f21b5823bb2ce5aaba282d3a987384bc4
https://s3.eu-west-par.io.cloud.ovh.net/sf-cyber/sf-cyber/documents/20241114_np_anssi_PQC3.pdf?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Credential=f56b12dc7d9741d6bb98766a26a6adca%2F20260518%2Feu-west-par%2Fs3%2Faws4_request&X-Amz-Date=20260518T141700Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=60a266d0f347149df85f571159c51ed7e25fafec4cab1c8bd5550572a00486ec
https://publications.tno.nl/publication/34643386/fXcPVHsX/TNO-2024-pqc-en.pdf


National initiatives: resources, guidelines, recommendations

Other countries 

• CCN (Spain), 2022: “Recommendations for a safe post-quantum transition”

• LHC (Luxembourg), 2023: “Post quantum security”

• NÚKIB (Czechia), 2023: “Minimum Requirements for cryptographic algorithms – 
Cryptographic security recommendations”, updated 2025 + Annex “Quantum threat and 
quantum-resistant cryptography”

• ACN (Italy), 2024: “Crittografia Post-Quantum e Quantistica, Preparazione alla Minaccia 
Quantistica”

• NBÚ (Slovakia), 2025: “Odporúčania pre kryptografické algoritmy”

https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/499-ccn-tec-009-recomendaciones-transicion-postcuantica-segura-english/file
https://api.cybersecurity.lu/public/get_public_document/LHC%20FORUM_ed2_v6.pdf
https://nukib.gov.cz/download/publications_en/Minimum Requirements for Cryptographic Algorithms.pdf
https://nukib.gov.cz/download/publications_en/Annex to the document_Minimum Requirements for Cryptographic Algorithms.pdf
https://www.acn.gov.it/portale/documents/20119/85999/ACN_Crittografia_Quantum_Safe.pdf/d7eb595c-ee7f-848b-6c14-abf64cafb310?t=1721310015826
https://www.nbu.gov.sk/data/att/3483.pdf


National initiatives: legal mandates

Hungary 
• Since 2022, a requirement for critical entities to apply PQC (Act L of 2013, 1. § (1) 49. and 

50.)

• Superseded by Act LXIX of 2024 (Chapter V, 51. § - 56. §)

Lithuania

• By April 2027: an obligation for essential cybersecurity entities to complete the crypto-
inventory, to identify high-risk systems and to develop plans for the implementation of PQC

• By 2030: migration of high-risk systems is imposed (in either stand-alone or hybrid mode); by 
2035 – the rest of information systems of cyber security actors to apply only PQC

• Accompanying guidelines and crypto-inventory guidelines

https://njt.jog.gov.hu/jogszabaly/2013-50-00-00.25#CI
https://njt.hu/jogszabaly/en/2024-69-00-00
https://kam.lt/ilgalaikiam-saugumui-postkvantine-kriptografija-vyriausybe-patvirtino-krypti/
https://kam.lt/wp-content/uploads/2026/03/Perejimo-prie-PQC-gaires-006.pdf
https://kam.lt/wp-content/uploads/2026/03/Kriptografijos-taikymo-inventorizacijos-gaires.pdf


Taking stock: “a policy gap”
• Policy goals are set at the strategic level, but PQC is not explicitly mandated at the EU level; a 

lack of precise requirements may defer action (Pupillo L. et all, “Strengthening the EU transition to a 
quantum-safe world. Technology, market, governance and policy challenges”, 2025, p. 29)

• “Member States have varying capacities and urgency levels… Without a binding EU-wide 
mandate, the speed of transition may depend on local political will and awareness” (Ibid)

• “The planned deprecation of certain algorithm implementations and full disallowance of 
current public-key cryptographic algorithms, increase the urgency of initiating actions for the 
migration to [PQC]” (Recital (8), NIS 2 amendments proposal, 2026)

• A requirement for Member States to incorporate policies for the transition to PQC into their 
national cybersecurity strategies (Article 7(2)(k) and Recital (8), NIS 2 amendments proposal, 2026) 

https://cdn.ceps.eu/2025/12/2025-12-Quantum-TF-report-formatted.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2026:13:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2026:13:FIN


Taking stock: “a policy gap”

• Stronger action at the EU level is needed: a joint streamlined clarification as regards 
PQC as a required standard across all relevant legal instruments

• Misalignments: a lack of clear emphasis on PQC in the context of Technical implementation 
guidance On Commission Implementing Regulation (EU) 2024/2690 (ENISA, 2025, p.117-
120)

• ENISA should play a more prominent and consistent role in promoting PQC transition

• More involvement of data protection authorities in the PQC transition governance processes

https://www.enisa.europa.eu/sites/default/files/2025-06/ENISA_Technical_implementation_guidance_on_cybersecurity_risk_management_measures_version_1.0.pdf


The (fuzzy) (geo)politics of algo choices

• (8) “For a harmonized implementation of [PQC] across the Union it is essential to develop 
common European standards and develop a framework for identifying and selecting [PQC] 
algorithms to be deployed in the digital networks and services across the Union” (Commission 
Recommendation (EU) 2024/1101 on coordinated PQC transition roadmap)

• 1(2) “support the evaluation and selection of relevant [PQC] EU algorithms with the help of 
cybersecurity experts, and further adoption of such algorithms as Union standards that 
should be implemented across the Union as part of the [PQC] Coordinated Implementation 
Roadmap” (Commission Recommendation (EU) 2024/1101 on coordinated PQC transition roadmap)

• (42) “ENISA should contribute to the development and evaluation of cryptographic 
algorithms, in particular in the area of post-quantum cryptography” and “may establish a 
process to solicit and evaluate algorithms for cryptographic algorithms by relevant 
stakeholders” (CSA 2 proposal, 2026)

• Article 18(3) ENISA should cooperate with the European standardisation bodies to 
standardise schemes positively evaluated though its process (CSA 2 proposal, 2026)

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-act
https://digital-strategy.ec.europa.eu/en/library/proposal-regulation-eu-cybersecurity-act


The (fuzzy) (geo)politics of algo choices

• (2) Encryption - a key technology for achieving resilience and technological sovereignty, 
among others (Commission Recommendation (EU) 2024/1101 on coordinated PQC transition roadmap)

• US NIST – the main PQC standardisation venue and de facto global crypto standards setter 
for decades (L. Chen and M. Scholl, “The Cornerstone of Cybersecurity – Cryptographic Standards and a 50-Year 
Evolution”, 2022)

• “The NSA and NIST: a toxic relationship” (R. Hagemann, 2016) 

   But

• Significant contribution of EU researchers within the NIST PQC standardization process

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101
https://www.nist.gov/blogs/cybersecurity-insights/cornerstone-cybersecurity-cryptographic-standards-and-50-year-evolution
https://www.niskanencenter.org/the-nsa-and-nist-a-toxic-relationship/


Significant European contribution in PQC standardisation



The (fuzzy) (geo)politics of algo choices

• “… the evaluation of algorithms as candidates for standards is being done in the context of 
the competition led by NIST, supported by the EU through EU-funded research” (European 
Commission, “Rolling plan for ICT standardisation”, 2025, p. 29)

• “BSI welcomes the NIST process as a method of defining standards in a transparent 
international process that can then be used worldwide. It is particularly opposed to a 
separate process for standardising German or European algorithms. A "proliferation" of 
international standards would both hamper interoperability and reduce the market 
opportunities of crypto producers. In addition, a splitting of personnel and research 
resources would lead to a lower evaluation quality for those algorithms that are ultimately 
selected” (BSI, “Quantum-safe cryptography – fundamentals, current developments and 
recommendations”, 2022, p. 34)

https://interoperable-europe.ec.europa.eu/sites/default/files/custom-page/attachment/2025-04/RollingPlan_ICT_2025.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.pdf?__blob=publicationFile&v=6


The (fuzzy) (geo)politics of algo choices

• NIST PQC selections endorsed by national and EU-level crypto guidelines

   Beyond NIST

• “For practical recommendations for quantum-resistant cryptography in the near future, we 
also find other candidates in the KEM/Encryption category essential, namely Classic 
McEliece (3rd and 4th round candidate) and FrodoKEM (alternate 3rd round candidate). The 
reason why this is so is closely related to their security. They have in principle higher 
theoretical security guarantees than the winner in this category, CRYSTALS-Kyber. And the 
reasons why they have not (yet) been selected for standardization are related to some of 
their practical properties” (NÚKIB, “Quantum threat and quantum-resistant cryptography”, 
2025, p. 18)

• Some national authorities endorse both FrodoKEM and Classic McEliece, some only one of 
them, only FrodoKEM features in the current EU-level crypto quidelines

https://nukib.gov.cz/download/publications_en/Annex to the document_Minimum Requirements for Cryptographic Algorithms.pdf


The (fuzzy) (geo)politics of algo choices
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• “For practical recommendations for quantum-resistant cryptography in the near future, we 
also find other candidates in the KEM/Encryption category essential, namely Classic 
McEliece (3rd and 4th round candidate) and FrodoKEM (alternate 3rd round candidate). The 
reason why this is so is closely related to their security. They have in principle higher 
theoretical security guarantees than the winner in this category, CRYSTALS-Kyber. And the 
reasons why they have not (yet) been selected for standardization are related to some of 
their practical properties” (NÚKIB, “Quantum threat and quantum-resistant cryptography”, 
2025, p. 18)

• Some national authorities endorse both FrodoKEM and Classic McEliece, some only one of 
them, only FrodoKEM features in the current EU-level crypto quidelines

https://nukib.gov.cz/download/publications_en/Annex to the document_Minimum Requirements for Cryptographic Algorithms.pdf


PQC transition and the EU competence

• (11) “On the basis of the information thus obtained and all other available information, the 
Commission will assess the effects of this Recommendation and determine whether 
additional steps, including proposing binding acts of Union law, are required” (Commission 
Recommendation (EU) 2024/1101 on coordinated PQC transition roadmap)

• 3 (10) “On the basis of those and all other available information the Commission will assess 
the designed measures and the operation of the network of Member States’ representatives 
and determine whether additional actions, including proposing binding acts of Union law, 
are required” (Commission Recommendation (EU) 2024/1101 on coordinated PQC transition roadmap)

• NIS 2 amendments proposal, 2026

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2026:13:FIN


Market-framing of non-market issues



Crypto – genuinely a cross-pillar issue

• “Encryption technologies are increasingly integrated into commercial systems and applications”; 
“it will become an integral part of personal and business computing”; significance for e-
commerce, fundamental rights and the development of Information Society (Commission 
Communication “Ensuring security and trust in electronic communication - Towards a European 
framework for digital signatures and encryption”, 1997)

• Protection of a series of fundamental rights; objectives of the Digital Single Market, among 
others (Commission Recommendation (EU) 2024/1101 on coordinated PQC transition 
roadmap)

• Provisions on encryption in the EU Cybersecurity and digital acquis 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:51997DC0503
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L_202401101


“Europeanisation” of cybersecurity



Scientific uncertainty



Scientific uncertainty



Precautionary principle

• The consequences of a false negative cannot be afforded

• “In the context of financial stability and cybersecurity, the precautionary 
principle requires … action already when there is a risk to the stability of the 
financial system. The mere possibility of damage is enough; a concrete 
probability is not required” (C. Calliess and A.Baumgarten, “Cybersecurity in the EU The Example 
of the Financial Sector: A Legal Perspective”, 2020, p.1156 original emphasis)

• “For a wide variety of organizations, the costs of delayed preparation are 
likely to exceed those of adopting quantum-safe cryptography early” (WEF, The 
global risks report, 2026, p. 58)

https://reports.weforum.org/docs/WEF_Global_Risks_Report_2026.pdf


    THANK YOU !!!
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