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Side-Channel Analysis on Embedded Systems
[GMN+11]
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Masking scheme and attacks.

Figure : First order masking scheme and second order attack
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Masking scheme and attacks.

Figure : High order masking scheme and high order attack
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Masking schemes implementation

Implementation:

I Algebraic methods [BGK04, RP10].

I Global Look-up Table [PR07, SVCO+10] method.

I Table recomputation. For second order masking
schemes [CJRR99, Mes00, AG01] and high order masking
scheme [Cor14].
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Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t ⊕ k)

1 m←R Fn
2, m

′ ←R Fn
2 // Draw of random input and output masks ;

2 for ω ∈ {0, 1, . . . , 2n − 1} do // Sbox masking

3 z ← ω ⊕m // Masked input ;
4 z ′ ← S[ω]⊕m′ // Masked output ;
5 S ′[z]← z ′ // Creating the masked Sbox entry ;

6 end
7 t ← t ⊕m // Plaintext masking ;
8 t ← t ⊕ k // Masked AddRoundKey ;
9 t ← S ′[t] // Masked SubBytes ;

10 t ← t ⊕m′ // Demasking ;
11 return t

7/40 September 2015 Multi-Variate High-Order Attacks



Introduction
Multi-Variate Attacks

Conclusion and Perspectives

Side-channel analysis as a threat
Masking scheme and High order attacks
Table recomputation threats and countermeasure

Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t ⊕ k)
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2, m
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6 end
7 t ← t ⊕ m // Plaintext masking ;

8 t ← t ⊕ k // Masked AddRoundKey ;

9 t ← S ′[t] // Masked SubBytes ;
10 t ← t ⊕m′ // Demasking ;
11 return t

Usual 2 -variate 2nd -order attack on the S-Box input
Let us call this attack 2O-CPA
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9 t ← S ′[t] // Masked SubBytes ;

10 t ← t ⊕ m′ // Demasking ;

11 return t

Usual 2 -variate 2nd -order attack on the S-Box output
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Table recomputation Algorithm
input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t ⊕ k)

1 m←R Fn
2, m
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4 z ′ ← S[ω]⊕m′ // Masked output ;
5 S ′[z]← z ′ // Creating the masked Sbox entry ;
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7 t ← t ⊕m // Plaintext masking ;

8 t ← t ⊕ k // Masked AddRoundKey ;

9 t ← S ′[t] // Masked SubBytes ;
10 t ← t ⊕m′ // Demasking ;
11 return t

2-stage CPA attack [PdHL09, TWO13]

I Perform a horizontal CPA to recover the mask,

I Perform an vertical first order CPA (knowing the mask).
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8 t ← t ⊕ k // Masked AddRoundKey ;

9 t ← S ′[t] // Masked SubBytes ;
10 t ← t ⊕m′ // Demasking ;
11 return t

Improved (2n + 1) -variate 2nd -order attack on the

input [BGHR14]
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Classical countermeasure

Make the index of the loop unknown : shuffle the recomputation.

Use random permutation:

I Random start index,

I LFSR,

I ...

Let us denote this permutation by ϕ
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Protected table recomputation algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t

1 m←R Fn
2, m

′ ←R Fn
2 // Draw of random input and output masks ;

2 ϕ←R Fn
2 → Fn

2 // Draw of random permutation of Fn
2 ;

3 for ϕ(ω) ∈ {ϕ(0), ϕ(1), . . . , ϕ(2n − 1)} do // S-box masking

4 z ← ϕ(ω)⊕m // Masked input ;
5 z ′ ← S[ϕ(ω)]⊕m′ // Masked output ;
6 S ′[z] = z ′ // Creating the masked S-box entry ;

7 end

8 t ← t ⊕m // Plaintext masking ;
9 t ← t ⊕ k // Masked AddRoundKey ;

10 t ← S ′[t] // Masked SubBytes ;
11 t ← t ⊕m′ // Demasking ;
12 return t
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7 end
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9 t ← t ⊕ k // Masked AddRoundKey ;
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Notations
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The combination function Ctr is given by:

Ctr : R2n+1 × R −→ R((
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A new attack

The MultiVariate Attack exploiting the leakage of the table
recomputation is given by the function :

MVAtr : R2n+1

× R× R −→ Fn
2((

X
(1)
ω ,X

(2)
ω

)
ω
,X ?,Y

)
7−→ argmax

K∈Fn2
ρ
[
Ctr

((
X (1)

ω ,X (2)
ω

)
ω
,X ?

)
,Y
]
.

The MVAtr is sound.
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Main Theorem

Theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

σ2 6 2n−2 − n

2
,

where σ denotes the standard deviation of the Gaussian noise.

Corollary

The SR of the MVAtr is greater than the SR of the 2O-CPA if and
only if

σ2 6 2n−2 − n

2
.

14/40 September 2015 Multi-Variate High-Order Attacks



Introduction
Multi-Variate Attacks

Conclusion and Perspectives

Protected table recomputation
Coron’s masking scheme
Affine leakage model
Attack on real traces

An example
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Empirical validation
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Algorithm of the Coron’s masking scheme

input : x1, . . . , xd , such that x = x1 ⊕ . . .⊕ xd
output: y1, . . . , yd , such that y = y1 ⊕ . . .⊕ yd = S(x)

1 for ω ∈ Fn
2 do

2 T (ω)← (S (ω) , 0, . . . , 0) ∈
(
Fn
2

)d
// ⊕ (T (ω)) = S (u)

3 end
4 for i = 1 to i = d − 1 do // ⊕ (T (ϕ(ω ))) = S (ϕ(ω )⊕x1, . . . ,⊕xd−1) ∀ω ∈ Fn

2
5 for ω ∈ Fn

2 do
6 for j = 1 to d do

7 T ′ (ϕ (ω)) [j]← T (ϕ (ω)⊕ xi ) [j] // T ′ (ϕ(ω ))← T (ϕ(ω )⊕xi )
8 end

9 end
10 for ω ∈ Fn

2 do
11 T (ϕ(ω ))← RefreshMasks (T (ϕ(ω )))

// ⊕ (T (ϕ(ω ))) = S (ϕ(ω )⊕x1, . . . ,⊕xi )
12 end

13 end
14 (y1, . . . , yd )← RefreshMasks (T (xn)) // ⊕ (T (xd )) = S (x)
15 return y1, . . . , yn
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Theorem

Theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

σ2 6 d × 2n−2 − n

2
, (1)

where σ denotes the standard deviation of the Gaussian noise.

Corollary

The SR of the Multi-Variate attack is greater than the SR of the
dO-CPA if and only if

σ2 6 d × 2n−2 − n

2
.
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Theoretical evaluation

0

40

80

120

160

0 40 80 120 160 200 240 280 320

In
ve
rs
e
of

th
e
S
ig
na
l
to

N
oi
se

R
at
io

Variance of the Gaussian Noise

UIoV

UIoV

UIoV

Useful Interval of Variance (UIoV)

1/SNR
[
X 3
i ,Mi

]
Order 1

Order 2

Order 3

Order 4

Figure : Interval of variance

20/40 September 2015 Multi-Variate High-Order Attacks



Introduction
Multi-Variate Attacks

Conclusion and Perspectives

Protected table recomputation
Coron’s masking scheme
Affine leakage model
Attack on real traces

Empirical results

The Multi-Variate Attack is a 2× (d − 1) + 1 order attack.
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Figure : Comparison between the {3,4}O-CPA and the MVA5,7
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Affine leakage function

A leakage function is said affine if this function is a weighted sum
of the bits of the leaking value.
The affine leakage of a variable Z is:

α · (Z )i≤n

Where:

I α is the vector of weight with ‖α‖22 = n.

I (Z )i≤n is the vector of bit of Z

I · is the inner product.
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Main theorem

Theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

σ2 6 ‖α‖44 ×
2n−2

n
− n

2
.

where σ denotes the standard deviation of the Gaussian noise.

Corollary

The worst case for the MVAtr compared to the 2O-CPA is the
Hamming Weight model.
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Figure : Comparison between 2O-CPA and MVAtr for ε = 0.9.

Let us assume α such as α2
i = 1± ε
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Figure : Comparison between 2O-CPA and MVAtr for ε = 0.9.
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Figure : Comparison between the 2O-CPA and the MVAtr in case of one
bit model in presence of High Gaussian noise.
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Figure : SNR of the sensitive points in the table recomputation.
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Figure : SNR of the sensitive points in the table recomputation.
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Empirical results

Addition of extrinsic independent Gaussian noise on the traces.
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Figure : SNR of the sensitive points in the table recomputation.
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Figure : SNR of the sensitive points in the table recomputation.
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Conclusion

Results

We have presented a high order attack better than the attack of
minimal order in:

I Different leakage model,

I Real traces.

Perspective

Find the optimal combination to combine attack at different orders.
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Thanks for your attention.
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Table Recomputation Code [Cor13]

for(i=0;i<(n-1);i++)

{

for(k=0;k<K;k++)

for(j=0;j<n;j++)

Tp[k][j]}=T[k ^ a[i]][j];

for(k=0;k<K;k++)

{

for(j=0;j<n;j++)

T[k][j]=Tp[k][j];

refresh(T[k],n);

}

}
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