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I Side-Channel Analysis on Embedded Systems
[GMN"11]

noisy measurement moments:
distributions: _dh
probe ‘Uj\/\/\/v
Preprocessing: Distinguisher:
- filtering - extract link w/ a model
- denoising w/ wavelets - for many possible keys

- time/freq. analysis
- dimensionality X3

e
reduction (PCA, LDA) ii ‘ i
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I M asking scheme and attacks.

Figure : First order masking scheme and second order attack
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I M asking scheme and attacks.

Figure : High order masking scheme and high order attack
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I Vasking schemes implementation

Implementation:
> Algebraic methods [BGK04, RP10].
» Global Look-up Table [PR07, SVCO™10] method.

» Table recomputation. For second order masking
schemes [CJRR99, Mes00, AGO1] and high order masking
scheme [Cor14].
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I Table recomputation Algorithm
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input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t & k)

m g F5, m’ <~ F3 // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
z <4 w® m // Masked input ;
7' < S[w]® m’ // Masked output ;
S'[z] < 2z’ // Creating the masked Sbox entry ;
end
t < t® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;
t < S’[t] // Masked SubBytes ;
t <« t@® m' // Demasking ;
return t

Ly

augmented

bt i |



Introduction Side-channel analysis as a threat
Multi-Variate Attacks Masking scheme and High order attacks
Conclusion and Perspectives Table recomputation threats and countermeasure

I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t & k)

1 m<gF}, m' <5 F} // Draw of random input and output masks ;
2 forw e {0,1,...,2" — 1} do // Sbox masking

3 z 4 w® m // Masked input ;

4 z' + S[w] ® m’ // Masked output ;

5 S'[z] + 2z’ // Creating the masked Sbox entry ;

6 end

7 t< t® m|// Plaintext masking ;

8

9

t< t@® k // Masked AddRoundKey ;

t < S’[t] // Masked SubBytes ;
10 t« t® m' // Demasking ;
return t

-
-

Usual |2 -variate | 2nd -order attack on the S-Box input

Let us call this attack 20-CPA <7,
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I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)

m <+ FJ, m g 3 // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
z 4 w®m // Masked input ;
z' < S[w] ® m’ // Masked output ;
S'[z] + 2z’ // Creating the masked Sbox entry ;
end
t < t® m // Plaintext masking ;
t < t@ k // Masked AddRoundKey ;

0N A WN =

©

t « | S'[t] // Masked SubBytes ;

10 t«—td m // Demasking ;
11 return t

Usual |2 -variate ' 2nd -order attack on the S-Box output Lyy
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I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key

output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)
1 m<«gF), m" < F) // Draw of random input and output masks ;
2 forw e {0,1,...,2" — 1} do // Sbox masking

3 z4 w®m // Masked input ;

4 z' + S[w]@® m’ // Masked output ;

5 S'[z] < 2z’ // Creating the masked Sbox entry ;

6 end

7 t< t® m// Plaintext masking ;

8 t< t@® k // Masked AddRoundKey ;

9 t <« S'[t] // Masked SubBytes ;

10 t<«+ t® m // Demasking ;

return t

-
-y

2-stage CPA attack [PdHL09, TWO13]
» Perform a [horizontal CPA to recover the mask, ‘1,
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» Perform an |vertical first order CPA (knowing the mask).
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I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key

output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)
1 m<+g ], m g 3 // Draw of random input and output masks ;
2 forw € {0,1,...,2" — 1} do // Sbox masking

3 z<+ w®m // Masked input ;

4 7' < S[w] ® m’ // Masked output ;

5 S'[z] - 2/ // Creating the masked Sbox entry ;

6 end

7 t< t® m// Plaintext masking ;

8 t< t@® k // Masked AddRoundKey ;

9 t < S'[t] // Masked SubBytes ;

10 t<« t@® m' // Demasking ;
return t

-
[y

Improved (27 + 1) -variate |2nd -order attack on the
input [BGHR14] &7
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I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)

1 m+p ]F’2’, m +—xr ]Fg // Draw of random input and output masks ;
for w e {0,1,...,2" — 1} do // Sbox masking
zZ <4+ w® m // Masked input ;

w N

7' + | S[w]l@® m’ // Masked output ;

S'[z] + 2z’ // Creating the masked Sbox entry ;
end
t < t® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;

t « | S'[t] // Masked SubBytes ;

10 t<« t® m' // Demasking ;
1 return t

© o N o G s

-

2-stage CPA attack
» Perform a 'horizontal CPA to recover the mask, KYI
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I Table recomputation Algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t, i.e., S(t @ k)

m<—pR ]Fg, m —xr Fg // Draw of random input and output masks ;
for w € {0,1,...,2" — 1} do // Sbox masking
Z <4 w®m // Masked input ;

W N

7' + | S[w] @ m’ // Masked output ;

S'[z] + 2’ // Creating the masked Sbox entry ;
end
t < t@® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;

o N o g s

9 t <« |S'[t] // Masked SubBytes ;

10 t<«+ t® m' // Demasking ;
11 return t

(2" + 1) -variate | 2nd -order attack on the output Kys
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I Classical countermeasure

Make the index of the loop unknown - shuffle the recomputation.

Use random permutation:
» Random start index,
» LFSR,

>

Let us denote this permutation by ¢
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I Protected table recomputation algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t

m < F5, m’ <~ F3 // Draw of random input and output masks ;
@ <R F5 — F3 // Draw of random permutation of F7J ;
for o(w) € {¥(0),p(1),...,9(2" — 1)} do // S-box masking

z < p(w) @ m // Masked input ;

z' + S[p(w)] ® m’ // Masked output ;

S'[z] =2’ // Creating the masked S-box entry ;

N oo s W N

end

t< t® m // Plaintext masking ;
t < t® k // Masked AddRoundKey ;
10 t + S'[t] // Masked SubBytes ;

11 t« t@® m’' // Demasking ;

12 return t
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I Protected table recomputation algorithm

input : t, one byte of plaintext, and k, one byte of key
output: The application of AddRoundKey and SubBytes on t

m g F5, m’ <~ F3 // Draw of random input and output masks ;
@ <R F§ — F7 // Draw of random permutation of F7J ;
for p(w) € {¢(0),(1),...,0(2" —1)} do // S-box masking

z+ @(w)@ m // Masked input ;

B W N =

@

7z + S[p(w) ]| ® m' // Masked output ;

6 S'[z] =2’ // Creating the masked S-box entry ;
7 end

8 t< t®m// Plaintext masking ;
9 t< t® k // Masked AddRoundKey ;
10 t < S'[t] // Masked SubBytes ;

11 t«+ t® m' // Demasking ;

12 return t
<7,
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new (2"*! 4 1)-variate 3rd-order attack

Introduction
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Conclusion and Perspectives

B New attack

Sensitive variable:

X
state-of-the-art bivariate 2nd-order attack

Figure : State-of-the-art attack and new attack
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I Notations

Sensitive variable: -l

Leakage notations: X(3) (I)X(2)X(1)X(2) X(I)X(Z)X(l) 1 X (2) X : e
X, second order leakage
The combination function C;, is given by:
Cor: R x R — R
(X)) xr) = (—2x 3 22 X % xP) < x- &y
w

TELE
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B A new attack

The MultiVariate Attack exploiting the leakage of the table
recomputation is given by the function :

MVA,, : R”" xR x R — T3
((XS),XL”)W  X*, Y) > argmax [ct, ((xj}), x}f))w ,x*) , Y]

The MVA;, is sound.
Lyy
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I Main Theorem

Theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

where o denotes the standard deviation of the Gaussian noise.

Corollary

The SR of the MVAs, is greater than the SR of the 20-CPA if and
only if

Ly
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B An example
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I Enpirical validation
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Figure : Comparison between 20-CPA and MVA,,.
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I Enpirical Results
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September 2015 Multi-Variate High-Order Attacks



Protected table recomputation
Coron’s masking scheme
Affine leakage model

Attack on real traces

I Algorithm of the Coron’s masking scheme

Introduction
Multi-Variate Attacks
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input : xi,...,xq, such that x =x1 ® ... B xy
output: yi,...,yq, suchthat y =y1 & ... ® yg = S(x)

1 for w € F] do
2 | T(w)«(5w),0,...,0) € (FD) 7/ &(T (w)) = S (u)
3 end
4 fori=1toi=d—-1do// &(T(e(w)))=S(o(w)dxt,...,Bxg—1)Vw € F]
5 for w € F] do
6 for j =1 to d do
7 | T @)+ Tle@®x) // T (e(w)) & T (o(w)ex)
8 end
9 end
10 for w € F] do
11 T (¢(w)) + RefreshMasks (T (¢(w)))
11 &(T (p(w))) =S (p(w)dx, ..., &x)
12 end
13 end
14 (y1,...,yd) < RefreshMasks (T (xn)) // & (T (x4)) = S (x) "_,
15 return y1,...,yn augmented

TE M
F ch
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I Algorithm of the Coron’s masking scheme

input : xq,...,xq, such that x =x1 ® ... B xy

output: yi,...,yq, suchthat y =y1 & ... ® yg = S(x)

for w € F5 do

| T ()« (S®),0,...,0) € (F))? // &(T (w)) = S (u)

end

fori=1toi=d—1do// ®&(T(p(w)))=S(p(w)bxi,...,Bx4—1)Vw € F}
for w € F] do

for j =1 to d do

T ([8@)) U1 T (P@)&5%) U1 // T (o(w)) < T (w(w)ox)

N oG s W N =

8 end

9 end

10 for w € F] do

11 T (p(w)) < RefreshMasks (T (¢(w)))

11 (T (p(w))) = S (p(w)®xt; ..., Dxi)

12 end

13 end

14 (y1,...,yq) < RefreshMasks (T (xn)) // @ (T (x4)) = S (x)
5 return y1,...,yn
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B Theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

&gdeQ_g, (1)

where o denotes the standard deviation of the Gaussian noise.

Corollary

The SR of the Multi-Variate attack is greater than the SR of the
dO-CPA if and only if

02<d><2”_2—g
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B Theoretical evaluation
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I Enpirical results

The Multi-Variate Attack is a 2 x (d — 1) 4 1 order attack.
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Figure : Comparison between the {3,4}0-CPA and the MVAS7 Ly

September 2015 Multi-Variate High-Order Attacks

&



Protected table recomputation
Coron’s masking scheme
Affine leakage model

Attack on real traces

I Affine leakage function

Introduction
Multi-Variate Attacks
Conclusion and Perspectives

A leakage function is said affine if this function is a weighted sum
of the bits of the leaking value.
The affine leakage of a variable Z is:

Q- (Z)ign

Where:
» « is the vector of weight with || = n.
> (Z);<, is the vector of bit of Z

> - is the inner product.
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B \ain theorem

The SNR of the “second-order leakage” is greater than the SNR of
the leakage of the mask if and only if

2n=2  p

n 2

o® < Jlalz x

where o denotes the standard deviation of the Gaussian noise.

Corollary

The worst case for the MVA;, compared to the 20-CPA is the
Hamming Weight model. VS72
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I Enpirical results
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Figure : Comparison between 20-CPA and MVA,, for € = 0.9.

Let us assume a such as a? = 1+¢ -
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I Enpirical results
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I Enpirical results
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Figure : Comparison between the 20-CPA and the MVA,, in case of one V<71
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I Attack on real traces ATMegal63
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I Analysis of the SNR
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Figure : SNR of the sensitive points in the table recomputation.
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I Analysis of the SNR

SNRM —— SNR [Sbox[T @ k* @ M]] ——
14

Signal to Noise Ratio
©

Signal to Noise Ratio
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Figure : SNR of the sensitive points in the table recomputation.
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I Enpirical results

Addition of extrinsic independent Gaussian noise on the traces.
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I Analysis of the SNR
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I Conclusion

We have presented a high order attack better than the attack of
minimal order in:

» Different leakage model,

» Real traces.

Find the optimal combination to combine attack at different orders.
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Thanks for your attention.
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I Table Recomputation Code [Corl3]

for(i=0;i<(n-1);i++)
{
for (k=0;k<K;k++)
for(j=0;j<n;j++)
Tplk]1[j1}=T[k ~ alill[jl;

for (k=0;k<K;k++)
{
for (j=0;j<n; j++)
T[k1[j1=Tp[k]1[j];
refresh(T[k],n);

} TELECO
ParisTech
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